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1. Ransomware incidents (FY2022-FY2025)
Please confirm whether any digital systems within hospitals managed by your NHS
Trust were affected by ransomware attacks during the financial years 2022-2023
through to 2024-2025 (inclusive). None
If yes:
e How many separate ransomware incidents occurred within this period?
e For each incident, please provide:
o The date or month of occurrence
o A brief description of the nature of the attack (e.g. type of ransomware,
point of system entry, services impacted)

2. Data breaches following cyber incidents (FY2022-FY2025)

Were any data breaches reported as a result of ransomware or other cyber incidents
during this period? None

If yes, please provide for each breach:

e Thetype(s) of data affected (e.g. patient records, staff information)

e The specific impacts of each breach, categorised as follows (where

applicable):
o Loss of patient data

Loss of staff data
Disruption to patient services (please specify which services, if known)
Disruption to operational processes
Financial impact (e.g. cost of recovery, penalties, compensation, etc.)
Other impacts — please specify
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3. Current cyber security measures (as of date of request)

Please list all cyber security measures and protocols currently in place across the
Trust. These may include, but are not limited to:
e Cyberinsurance (including provider and coverage if available)
Internal and external firewall systems
Use of multi-factor authentication (MFA) for user accounts
Access control systems for sensitive data and critical systems
Anti-virus and anti-malware protection
Cyber security training or awareness programmes for employees
Regular penetration testing or security audits (please specify frequency)
Existence and status of an incident response plan (e.g. last updated date)

Exempt Under Section 31(1)(a) and 31(3). Please see below for explanation.

The Trust claims the right not to divulge any information regarding its cyber-security,
referencing sections 31(1)(a) and 31(3) of the Freedom of Information Act.

The full wording of section 31 can be found here:
http://www.legislation.gov.uk/ukpga/2000/36/section/31



http://www.legislation.gov.uk/ukpga/2000/36/section/31

Specifically, section 31(3) that provides the following exclusion: “The duty to confirm or deny
does not arise if, or to the extent that, compliance with section 1(1)(a) would, or would be
likely to, prejudice any of the matters mentioned in subsection (1).”

As section 31(3) is a qualified exemption, it is subject to a public interest test for determining
whether the public interest lies in confirming whether the information is held or not. #

Factors in favour of confirming or denying the information is held
The Trust recognises that answering the request would promote openness and transparency
with regards to the Trust’s ICT security.

Factors in favour of neither confirming nor denying the information is held
Cyber-attacks, which may amount to criminal offences for example under the Computer
Misuse Act 1990 or the Data Protection Act 2018, are rated as a Tier 1 threat by the UK
Government.

The Trust, like any organisation, may be subject to cyber-attacks and since it holds large
amounts of sensitive, personal and confidential information, maintaining the security of this
information is extremely important.

Therefore, the Trust considers that confirming or denying whether the requested information
is held would provide information about the Trust’s information security systems and its
resilience to cyber-attacks.

There is a very strong public interest in preventing the Trust’s information systems from
being subject to cyber-attacks. Confirming or denying the type of information requested
would be likely to prejudice the prevention of cybercrime, and this is not in the public interest.

Balancing the public interest factors

The Trust has considered that if it were to confirm or deny whether it holds the requested
information, it would enable potential cyber attackers to ascertain how and to what extend
the Trust is able to detect and deal with ICT security attacks. The Trust’s position is that
complying with the duty to confirm or deny whether the information is held would be likely to
prejudice the prevention or detection of crime, as the information would assist those who
want to attack the Trust’s ICT systems. Disclosure of the information would assist a hacker
in gaining valuable information as to the nature of the Trust’s systems, defences and
possible vulnerabilities.

To confirm or deny whether the information is held is likely to enable hackers to obtain
information in mosaic form combined with other information to enable hackers to gain
greater insight than they would ordinarily have, which would facilitate the commissioning of
crime such as hacking itself and fraud. This would impact on the Trust’s operations including
its front-line services.

Confirming or denying the type of information requested would be likely to prejudice the
prevention of cybercrime, and this is not in the public interest.
Please refer to case references FS50636926 and FS50600199 for additional detail.



